
1 | P a g e  
 

 

PRIVACY NOTICE 
 

 

Sqope S.A. places the highest value on the confidentiality of its clients and the information that is 

provided to us or collected by us during the course of our business. We are a Luxembourg 

company and our operations are subject to Luxembourg professional secrecy law, data protection 

as well as personal privacy regulations. In particular, Sqope S.A. acknowledges that processing 

of personal data is subject to Regulation 2016/679 (EU) of the European Parliament and of the 

Council of 27 April 2016 on the protection of natural persons with regard to the processing of 

personal data and on the free movement of such data (GDPR) as well as to the Swiss Data 

Protection Act and its Ordinance for its activities in Switzerland. We thus process all personal data 

in compliance with the GDPR and to the extent applicable to the Swiss Data Protection Act. 

If you have any questions about the processing of your personal data or our privacy policy, or if 

you wish to exercise any of your rights, we invite you to contact us by sending an e-mail to at 

info@scope.lu or by sending a letter to the below address: 

Sqope S.A. (HQ) 
1-3 Boulevard de la Foire, 
Luxembourg, L-1528 
LUXEMBOURG 
 

1. What data do we collect?  

To provide its services, Sqope S.A. needs to collect and process certain information about you. 

This data includes your e-mail address, surname, and any other information you wish to share 

with us. 

When you are asked to provide personal data, you may decline. However, if you do not provide 

the required data for the service you ask for, Sqope S.A. may not be able to render its services. 

 

2. How do we collect your data?  

Information you provide directly to us  

Depending on the information or service you request we might ask you to disclose personal data. 

Personal data can be for instance collected when you subscribe to our Newsletter or when you 

complete our Contact Us form in order to request information about our offers or services.  

Information we automatically collect  

Each time you visit our website, we automatically collect information about your connection and 

browsing. We use necessary (technical) cookies to make the website usable. The website 

cannot function properly without these cookies. We also use functional cookies to remember 

user preferences. The data collected when cookies are used allows Sqope S.A. to improve 
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website performance and user experience. You can find more information about cookies on the 

following website: 

▪ www.allaboutcookies.org 

 

3. For what purposes do we use your data?  

In order to comply with the GDPR while processing your data, each processing operation must 

lawful and justified by specific purposes.  

Sqope S.A. processes your data in order to respond to requests sent via the Contact Us form and 

to ensure your subscription to the Newsletter.  

When entering into a business/contractual relationship with Sqope S.A your personal data may 

be processed to ensure the delivery of the service (if this is the case, please refer to our Letter of 

Engagement).  

4. How do we protect your data? 

Sqope S.A. maintains appropriate organizational, physical and technical security measures to 

guarantee a high level of security. Thus, Sqope S.A. ensures the protection of your data against 

accidental or unlawful destruction, accidental loss, modification, disclosure or unauthorized 

access as well as any other form of unlawful processing. 

Additionally, access to personal data is restricted to employees who are subject to a confidentiality 

obligation, and for the sole purpose of performing their professional duties.  

5. How long do we keep your data? 

Sqope S.A. reserves the right to retain your data for a period not exceeding (i) the period 

necessary to fulfil the purposes for which they were collected (subject to legal periods of 

limitation), (ii) the period necessary to satisfy legal obligations to which Sqope S.A. is subject, or 

(iii) a period as required or permitted by law. 

6. Do we transfer your data to third parties? 

Sqope S.A. does not transfer the collected data to third parties. 

However, if Sqope S.A. ever transfers your personal data to third parties, our Data Protection 

Officer will ensure that appropriate measures are in place to protect your data. Sqope S.A. only 

deals with subcontractors who, in the course of performing their services, process your personal 

data in accordance with the applicable data protection legislation. 

7. Do we transfer your data outside the EU? 

Sqope S.A. may occasionally transfer personal data to its Swiss or Israeli office The Commission 

has recognized both Switzerland and Israel as providing adequate protection thus these transfers 

are lawful according to the GDPR. Scope S.A. and its subsidiary take all necessary measures to 

secure the transfer of your personal data and ensure its protection. 

http://www.allaboutcookies.org/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32000D0518
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32011D0061
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8. What are your rights?  

Sqope S.A. commits itself to facilitate the exercise of your rights, where this is technically and 

legally possible. We will endeavor to respond to your request as soon as possible and in any 

event within the deadlines set by the GDPR. We may ask you to provide us with more information 

to respond to your request and/or to verify your identity.  

In accordance with the GDPR, you have the following rights: 

• Right to access your personal data: you have the right to ask us information about the 

data processed by Sqope S.A. (purpose of the processing, categories of data, recipients, 

storage period, and transfer outside the EU) and obtain a copy.  

• Right to rectification: if the data we hold, collect and process about you is inaccurate or 

incomplete, you have the right to update it at any time by contacting us at the following e-

mail address: Info@sqope.lu  

• Right to withdraw your consent: if you no longer wish to receive our Newsletter, you 

have the right to withdraw your consent at any time by clicking on the “unsubscribe” link 

at the bottom of the Newsletter e-mail.  

• Right to erasure ("right to be forgotten"): you have the right to ask us to delete your 

personal data, except in cases where the processing of data is necessary for:  

▪ the exercise of the right to freedom of expression and information; 

▪ the respect of a legal obligation; 

▪ the establishment, exercise or defense of legal rights. 

• Right to restriction of processing: if you dispute the accuracy of the data used by the 

company or the lawfulness of the processing, you have the right to object to their 

suppression and to demand instead that their use be limited.   

In the event that Sqope S.A. does no longer need your data and would like to delete them, 

you have the right to request the restriction of processing of certain data when they are 

still required for the exercise of your legal rights.  

• Right to object: you may, at any time, object to the use of some of your personal data for 

reasons related to your particular situation. We will consider your objection and comply 

with it, unless we have a compelling legitimate reason or for reasons of defending legal 

rights. In the case, it is a matter of commercial prospecting, you may object without reason. 

• Right to lodge a complaint with the supervisory authority: you have the right to lodge 

a complaint with the National Commission for Data Protection ("CNPD"), where you 

believe that your data is being processed in a way that does not comply with the GDPR 

or if you have not received a response to your request due to an unjustified delay. 

 

9. What procedures do we adopt in the event of a breach of your data? 

Sqope S.A. undertakes to notify data breaches to the competent supervisory authority without 

undue delay and, if possible, no later than 72 hours after having become aware of it, unless the 

breach in question is unlikely to result in a risk to your rights and freedoms.  

We will inform you directly of any breach of personal data by Sqope S.A., its subcontractors or 

any other third party acting on behalf of Sqope S.A. without undue delay, only when the data 

breach is likely to result in a high risk to your rights and freedoms. 

mailto:Info@sqope.lu
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10.What about third party links on the website? 

Please be aware that our website sometimes contains links to other sites (Linkedin; Twitter) that 

are not governed by this privacy notice. Visitors to our site may be directed to third-party sites. 

Sqope S.A. makes no representations or warranties regarding how user data is stored or used on 

third-party servers. We recommend reviewing the privacy policy of each third-party site linked 

from Sqope S.A. determine their use of your personal data. 

 

11.Is this policy subject to change? 

This policy is subject to change. We will keep you informed of any changes by various 

communication means (for example, by adding a statement on the home page of our website or 

by sending you an e-mail).  

 

 


